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PROBLEM STATEMENT Fig.1 . Then, we could proceed along essentially the same lines as in [ 2 ] . thus establishing a statistical procedure which we call a generalized correlation attack.
Due to the assumed statistical model, each Xo gives rise to a conditional probability distribution on the set of all binary
. We thus have a pattern recognition system with sequences gL classes corresponding to all the initial states of the LFSR. Given an observed segment { z~}~=~ , an optimal decision strategy (yielding the minimum probability of decission error) is to decide on the initial state with maximum posterior probability. Then. the decision procedure goes through the ,.
following steps, f o r every possible initial state xo :
Step 2: calculate the distance d between { x~}~=~ and bn)n=l'
Step 3: according to the threshold t accept Ho or The output of the procedure is the set o f the most probable candidates f o r the true initial state. The computational complexity is proportional to the number of possible initial states (for example. zL).
.

A DISTANCE MEASURE AND RELEVANT PROBABILITY DISTRIBUTIONS
A distance measure should be defined s o that i t enables statistical are picked at random, uniformly and independently. and second, when ( z~}~=~ is obtained from ( x~)~=~ , according to the model in Fig.1 . that is. by the deletion of some bits subject to the decimation constraints and by the complementation of the remaining ones, with probability p . This problem is a special case of the comparison problem between two sequences when one sequence is obtained from the other by symbol substitution, deletion. and insertion, which is extensively studied in the literature. 4.
